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Executive summary

This report stands for being the last deliverable for trend screening as one of main tasks of WP1.
Therefore not only an assessment of VAN and VAN-related technologies current markets positioning
is to be shown, but most important, a summary of the project, its achieved goals and objectives
(technical and non-technical) as well as its success status against other related EC founded projects
and potential and actual synergies among these ones, both at technical and market-tendencies levels.

The document structure hence differs from previous ones, as it deals with more global project-related
topics. Chapters within this report may describe the project as a whole, starting with an introduction to
the rest of the document.

A second chapter stands for a brief project summary that may introduce the rest of the issues. Here
an overall vision of the project, its main objectives and achievements is described. Here main
solutions implemented by the project will be addressed, such as e.g. the VAN Open Architecture
based on Web Services for allowing distributed application communication by means of the
Application Service Elements (ASEs), or the VAN engineering platform, which allows accessing,
controlling and configuring devices and systems remotely, all of it making use of enhancements on
supported safety, security and real-time features achieved in order to bring together existing IT
solutions and industrial needs.

The third chapter is meant for summarize the state-of-the-art and application trends of the different
technologies used in the project. Here technologies such as PROFINET, OpenVPN, Web Services,
and WLAN among others will be addressed, shortly explaining its main features and the reasons why
they were chosen against similar ones as VAN technologies.

Fourth chapter summarizes the achievements of the project from the point of view of the tasks and
development of outputs from each technical work package. Here aspects such as the original
objectives of each WP are addressed along with how these objectives have eventually been achieved
and any decision taken during their lifetime that finally has affected in any way the results from any of
them.

Fifth chapter shows the two VAN demonstrators or as previously mentioned Industrial Experimental
Setups (IES). VAN showcases cover two main industrial sceneries, the manufacturing industry and
the process industry. Each one has its own features regarding topics such as real time and security.
Therefore an overview of how each demonstrator is given here, explaining their particularities, what
they are intended to demonstrated, and how VAN technologies and methodologies contribute to
enhance each one of the industrial domains they are meant to describe.

Due to the recommendation of the TechPCC and confirmed by reviewers, this deliverable has been
enhanced by Chapter 6, which shows collaboration with other EC founded projects such as PABADIS
PROMISE as a key aspect at describing the project main goals by means of accomplished synergies.
Potential synergies with these ones are analysed as an evaluation for future contributions to the EU
leadership on industrial IT research and development.

Finally conclusions regarding each of the chapters are given, highlighting the most remarkable results
about technologies, methodologies and results of the VAN project, and how it has contributed towards
the leadership of Europe in integration of technologies and creation of fast and flexible manufactures
of the close future.

© The VAN consortium 3
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1 Introduction

After 43 months, the VAN project is close to its end, having reached new horizons for automation
communications and enhancing Europed6s position int
of the objectives achieved.

Within the 6th Framework Program of the European Commission it was highlighted the need for
integrating technologies in order to achieve fast and flexible manufacturing. This priority came from
the fact of introducing traditional office-environments technologies into the industrial domains.
However technologies such as Ethernet or WLAN or even VPNs successfully employed for
interconnecting several remote offices were not originally designed towards performance levels which
would make them suitable for its use within factories and industrial plants. The challenge was even
bigger having in mind that not only communications were to be established among devices and
components inside a plant, but also distribution of processes was something industry was starting to
demand. This means that e.g. a team of engineers responsible for the design, implementation and
control of industrial processes in a factory do not have to be physically present. However, they can
perform their tasks remotely being able to access all the information they may need everywhere they
are, allowing to trace, monitor and modify any kind of event that may need their attention.

Having this main idea in mind, it was proposed the Virtual Automation Networks Integrated Project.

The main goal is to address the challenges industry faces regarding integration by means of
enhancing communication networKks. By doing so, t h
position of worldwide research, development and innovation of technologies and solutions for
integration and enhancement of industries.

Nowadays, after nearly four years of work and close to its lifetime, the VAN project has achieved its
main objective of integrating IT technologies that allows communication among remote industrial
processes in the same manner as if they were taking place inside the same industrial facility.

This fifth version of the trend-screening deliverable is not only intended to point out current trends
regarding VAN-related technologies, but it is also meant towards summarizing the project
achievements and outputs, and its position compared to other EC co-funded projects within similar
topics as VAN. Thus this document may show readers what VAN project was originally intended for
and how all the initial objectives have been overcome by means of the research on VAN technologies
and the integration of the outputs of the different technical work packages within the Industrial
Experimental Setups (IES), in other words the VAN showcases or prototypes.

© The VAN consortium 8



D01.3-1V5V 1.01 " Final Evaluation and Conclusions " FP6/2004/IST/NMP/2 -016969 VAN

2 Summary of the Project

This summary gives a general overview of the achievements of the VAN project. In Chapter 4.2:
AOverall Project Objectives and Atdhnieavaeheeements of
the VAN project are listed and allocated according work packages.

The VAN project addresses the cross-priority action IST-NMP-1 Integrating Technologies for the Fast
and Flexible Manufacturing Enterprise of the joint call FP6-2004-IST-NMP-2. The contribution to the
new flexibility is VAN in general reached by a tremendously improved architecture for data exchange
namely the extension related to heterogeneous networks.

The leading trend in industrial automation is its penetration by IT technologies (wired and wireless).
Due to their origin in the office world, these technologies and concepts do not reach the industrial
standards in areas as security, safety, wireless, and real-time. A further effort is to be up to standard
automation engineering demands. Thus i to make information technologies applicable in all fields of
manufacturing industries i these technologies have to be adopted, extended or modified.

The general aim of a Virtual Automation Network is to handle successfully the transfer of automation
data through a heterogeneous communication network. This means enabling secure end-to-end
communication between geographically distributed automation functions.

For this VAN does not describe a new communication protocol, but uses the greatest amount of
legacy LAN, WAN and industrial communications mechanisms. From the point of view of an
automation application, the specifics of the heterogeneous network are hidden. Due to this, the
following basic design decisions were taken:

e No new specified application layer is necessary, since there is no new fieldbus or real-time
Ethernet protocol. Thus, the approved models of industrial communications can be used. Only
the additional requirements, caused by the influence of Wide Area Networks, have to be
considered and lead to additional functionality.

e VAN is an infrastructure for tested standard distributed industrial automation concepts in an
extended environment. The application functions (productive automation functions) are
described by their object models used in existing industrial communications. Special VAN
Application Service Elements (ASEs), according the IEC 61158 standard, are defined for
providing the needed configuration and functionality of heterogeneous networking. By this the
results of the VAN development can easily be taken over in the further IEC communication
standardisation.

e Web Services are used as VAN internal communication mean, so it is e.g. used to coordinate
the runtime tunnel establishment and maintenance. Via these tunnelled end-to-end
connections the finally targeted communication between distributed application objects is
realized. Once the runtime tunnel connection has been established, the runtime
communication between these objects is equivalent to the runtime communication within the
local net by using IEC 61784-2 CPF 3 runtime mechanisms.

e OpenVPN is chosen for realising the runtime tunnel

e To enable communication between devices of remote industrial domains a name based
addressing and routing concept was developed. Here the routing decision does not base on
network addresses, but on names, providing independence from network layer addressing
(e.g. IP).

e For the online evaluation of public links a VAN QoS monitoring was defined, which provides
current status values of a line. The results can e.g. be used to initiate a switching to another
l ine as specified in the AVAN provider swi
public network QoS status.

© The VAN consortium 9
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e By the VAN telecontrol profile the integration of telecontrol functionality - event driven
communication, data filtering and buffering - into fieldbus technologies has been done, which
starts the merging of both classically separated fields.

The concept of Virtual Automation Networks is realised within an open, modular architecture. Open
also for future methods and technologies. With VAN cooperating and united networks of production,
with a uniform communication base throughout all levels of a company (vertical integration) and
between different production sites (horizontal integration) are possible. By this a new dimension in the
horizontal and vertical integration between office and industrial automation domains can be realised.

Modular Architecture covers an internal modular structure but also means, that besides the tuning of
some configurational aspects; the VAN communication is independent from the application
communication.

Applying the VAN network capabilities within new production processes and devices will result in
faster and much more flexible manufacturing enterprises. E.g. the clear increase of customised
products and the increasing amount of product variants needs a transparent, flexible networked
manufacturing. The developed concepts are characterised by modularity and intelligence, enabling
flexibility and reconfigurability focusing on future knowledge-based and agile manufacturing
enterprises. Also enabling networked multi-stakeholder involvement and life cycle management of
production and manufacturing systems, products and services. Following a short example is given to
sketch one of several possibilities of the use of VAN in the next future:

Beside steady connections between industrial domains also the fast, remote access to a system for
commissioning, diagnostics and maintenance is an important point to offer and run those systems
economically. Most automation companies have systems installed for customers all over the country
and all over the world. System experts are usually on site for commissioning only and especially in
case of a system failure or even system break-down they can be not only proverbia | fon the ot
of t he Tonagoidltrak@ing of the (system) specialists to the affected installation a remote access
would save much time and high costs for both manufacturer and automation company. Even a
replacement of the local control unit by a remote control unit via a real-time connection in combination
with a local safeguarding can be a useful measure for extended diagnosis. It has to be assured that
neither the remote control action to the affected system/machine nor a break of the transmission line
will injure people or damage anything. Since the remote connection will surely provide slower
transmission times than a high-speed local control, the entire system can be controlled in a kind of
slow-motion mode for this remote control state e.g. with (slower) cycle times, directly depending on
the QoS-parameters of the interconnection.

It can be summarized that VAN provides secured standard communication of automation devices via
public or private heterogeneous networks. - Standard communication also includes cyclic fieldbus
communication. In the project a system concept was designed and main parts are prototypically
implemented that uses standard and modified wired and wireless IT communication technologies.
This includes a proper automation Engineering concept, which hides the complexity of the used
technologies and considers the influencing and interrelation of settings.

© The VAN consortium 10
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3 Project Technologies State-Of-The-Art and
Application Trends

This chapter describes state of the art of key VAN technologies and their position within VAN platform
with respect to current trends in automation. Only a brief overview of aspects relevant to VAN solution
is presented, the comprehensive description of technical details can be found in respective
deliverables.

3.1 PROFINET
PROFINET, also known as IEC 61158 Type 10, is the open industrial Ethernet standard for
automation [ Fel d, JasFel]. PROFI NET capitaliz

to the automation environment. It provides automation services comparable to PROFIBUS. However,
it also supports new ways of working, and the chance to use advanced automation strategies. Legacy
investments in plant or personnel are protected. The PROFINET concept is modular, enabling users
to select their own required functionality.

PROFINET is the innovative standard for implementing integrated automation solutions based on
Industrial Ethernet. PROFINET IO is the second PROFINET function class after PROFINET CBA.

Whereas PROFINET-CBA supports component based automation, PROFINET 10 supports the
classical fieldbus communication using fast Ethernet technology as physical transmission medium
[KleDet].

PROFINET supports real-time capable process communication as well as open communication via
Ethernet TCP/IP [RaiPig]. This means PROFINET distinguishes between three performance classes:

e TCP/IP

e Open Ethernet TCP/IP communication without real-time requirements (e.g. Web technology
with cycle times up to 100 ms)

¢ RT (Real-Time) - 10 data exchange between programmable controllers with Real-Time quality
(1-10ms)

¢ IRT (Isochronous Real-Time) - Isochronous real-time communication for synchronized IO data
exchange (cycle time <1ms)

PROFINET brings real-time functionality to VAN. PROFINET web page is
[http://www.profibus.com/technology/profinet/]

3.2 Virtual Private Network and OpenVPN

A virtual private network (VPN) is a private data network that makes use of the public
telecommunication infrastructure, maintaining privacy through the use of a tunneling protocol and
security procedures [Venkat]. A virtual private network can be contrasted with a system of owned or
leased lines that can only be used by a single company. The main purpose of a VPN is to give the
company the same capabilities as private leased lines at much lower cost by using the shared public
infrastructure [JahSha)].

VPNs are an established IT solution providing the required level of service, especially from the
security point of view. An alternative to VPN, providing application level security and being well
established, is IPSec. IPSec, though a very ambitious project, is nowadays less established. Apart
from the formal approach, it relies on network level security. Network level security expects that all
network hops on the path accommodate IPSec to provide the security measures. For this reason and

© The VAN consortium 11
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also because of inclusion of significant additional processing overhead, VPN approach has remained
the core technology for VAN.

OpenVPN [OpenVPN] is a full-featured open source SSL VPN solution that provides following
features [HOS_04]:

e Build VPN tunnels between all major operating systems of today, including Linux, SUN Solaris,
SD, Mac OS X, Microsoft Windows 2000 and Microsoft Windows XP.

e Tunnel any IP subnetwork or virtual Ethernet adapter over a single UDP or TCP port.

e OpenVPN is build for portability. It is easy to port because it is written as a user-space
application rather than a part of the IP stack.

e The OpenSSL library is used for encryption and authentication. Any cipher, key size and
HMAC digest supported by this library can be used.

e Build secure tunnels using static, pre-shared keys or use TLS-based dynamic key exchanges.

¢ Tunnel networks over NAT devices; deploy VPN clients without any problems behind NAT
devices.

e Support for dynamic IP addresses.
e Compatible with SSL/TLS, RSA certificates, X.509 PKI.

It is obvious that communication across VPN tunnel introduces additional delay or latency to the
communication. The value of this delay an infrastructure device imposes on the communication
between devices is a very important in automation. This aspect was investigated in [D06.2-1]. The
measurements of delay have shown that the maximum latency a VPN tunnel exerts on the
communication depends only fractionally on the on the crypto suite, the cryptographic protocol or on
the fact whether bridging or routing is used. It seems that maximal latency between two VPN
gateways connected to single LAN is mostly determined by the operating systems used at the
gateways.

The VAN platform is not bound to a single specific implementation of the VPN technology. Thus, if the
OpenVPN implementation appeared to be at the end of the lifecycle, it would be replaced by another
one.

3.3 Web Services

Web service is a software system designed to support interoperable machine-to-machine interaction
over a network. Web services are the preferred standard to implement Service Oriented Architecture,
as it is currently the most promising Service-oriented Computing technology [Mah05, Papa07]. Web
services are frequently just Web application programming interfaces (API) that can be accessed over
a network, such as the Internet, and executed on a remote system hosting the requested services
[Lourid]. Web service has an interface described in a machine-processable format (specifically WSDL
- Web Service Definition Language). Other systems interact with the Web service in a manner
prescribed by its description using SOAP (Simple Object Access Protocol) messages, typically
conveyed using HTTP with an XML serialization in conjunction with other Web-related standards.

A Web service is an abstract notion that must be implemented by a concrete agent [ParLee]. The
agent is the concrete piece of software or hardware that sends and receives messages, while the
service is the resource characterized by the abstract set of functionality that is provided. To illustrate
this distinction, it is possible to implement a particular Web service using one agent one day (perhaps
written in one programming language), and replace it with a different agent the next day (perhaps
written in a different programming language) with the same functionality. Although the agents may
have changed, the Web service remains the same.

Web Services are defined by World Wide Web Consortium (W3 consortium) i see [W3C]

Web services are a core of every VAN device. It defines standard interface, i.e. it defines how the
VAN devices communicate with each other. It is open, well described and widely used technology.
There are several competitive technologies like CORBA and DCOM.

© The VAN consortium 12
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3.4 PROFIsafe

PROFIsafe (PROFIBUS safety or PROFINET safety) is the open functional safety communication
technology for distributed automation systems [RaiPig]. In the past, safety automation had to be
"hard-wired" and based on "relay" technology due to existing international standards. This changed
with the advent of a new standard i IEC 61508 i specifying how microcontrollers and software can be
used in safety automation. PROFIsafe is designed as a separate layer on top of the fieldbus
application layer (e.g. PROFIBUS/PROFINET) and reduces the error probability of the data
transmission to the level required by or better than the relevant standards. PROFIsafe messages are
using the existing standard fieldbus cables in coexistence with the standard messages ("Single
Channel").

PROFIsafe can be realized in software only making it easy to implement while covering the entire
spectrum of safety applications utilizing PROFIBUS and PROFINET in process and factory
automation. It is even approved for wireless transmission channels such as WLAN and Bluetooth.
With the help of certain security provisions it can be used on open Industrial Ethernet Backbones.

VAN safety layer is based on PROFIsafe technology. There is not direct substitute to this technology.
PROFIsafe runs its own web portal on [PROFIsafe].

3.5 Wireless LAN

Wireless LAN (WLAN), known as standard IEEE802.11, is a wireless complimentary technology to
wired LAN. It operates in frequency bands 2.4GHz and 5GHz [IE_WIlan _99].

From the security point of view, the IEEE 802.11 specification identified several services to provide a
secure operating environment. The security services are provided largely by the Wired Equivalent
Privacy (WEP), WEP2, WiFi Protected Access (WPA) and WPA2 protocols to protect link-level data
during wireless transmission between clients and access points. These security protocols, which are
considered secur e, -to-etd sedéutity, lput only ifad ¢he winelelss portion of the
connection [ParDic]. The three basic security services defined by IEEE for the WLAN environment are
as follows:

e Authentication i Security service for verifying the identity of user or wireless mobile station.
This service allows access to the network for authorized wireless stations or users and denies
access for non-authorized stationsoruserswh o candét properly prov

e Confidentiality i Confidentiality, or privacy, was implemented for avoiding information
compromise from casual eavesdropping.

e Integrity T Security service developed to ensure that messages are not modified in transit
between the wireless mobile station and the access point in an active attack. This service
monitors correctness of all send and receive packets.

From a real time point of view in automation, WLAN supports several mode of packet transfer
strategies. Very useful is the Enhanced Distributed Coordination function (EDCF) mode [Ohr_Roe,
SikRae], which introduces eight traffic classes and thus allows prioritization of real-time data.

Because of the maturity of the WLAN technology due its successful deployment worldwide, security
and real-time capabilities together with simple integration with Ethernet, this wireless technology has
been chosen as one of the key VAN technologies.

3.6 FDT/DTM

Field Device Tool (FDT)/Device Type Manager (DTM) is an established technology in the factory and
process automation area [YamSak, KasMas]. It is promoted by the FDT Group [FDTGroup], a
collaboration of international companies, dedicated to establish an international standard for the
configuration and parameterization of field devices. The key feature of the FDT/DTM technology is its
independence on the communication protocol and the software environment of either the device or
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the host system. FDT/DTM allows any device to be configured and to be accessed from any host
through any protocol.

FDT/DTM technology is now adopted by more and more vendors and respective tools and
components are already widely used. The remarkable list of newly supported fieldbus protocols
foreshadows a strong growth of devices and components for a variety of communication networks.

The FDT/DTM technology bears good prospects for the VAN project, since it supports integration of
engineering applications for different devices from different vendors and it allows to access
components from an engineering station across hierarchical, heterogeneous networks.

3.7 TCI

TCI (Tool Calling Interface) is a manufacturer-independent solution for engineering tools, which allows
dynamic parameters to be loaded to field devices without a need to use device-specific tools. TCI
defines a calling interface for the device engineering tool and the automation-system engineering tool.

With the TCI the manufacturer of a field device provides an installation program for the automation
system engineering tool, which includes a functional description in the form of an XML file and the
device-specific engineering tool itself. From the u s e peéspective the device manufacturer just needs
to provide a driver, which integrates into the system engineering tool. Installation and activation of
such integrated device tool is as easy as installation and use of a printer in MS Windows applications.
Using the TCI parameterization and diagnostics of a field device can be performed directly from the
system engineering tool.

The TCI specifies functional scope, communication services and data storage location. The TCI
specifies a communication interface, which facilitates communication with field devices even across
local network boundaries. When the integrated device tool is activated the engineering tool supplies
all the needed parameters as an XML file. The communication interface embedded in the system
engineering tool is used by the integrated device tool and enables the engineer to establish a
connection to the field device easily and without any specific knowledge of the communication
subsystem. [P107]

The TCI specification has been developed in close collaboration with AIDA (Automatisierungsinitiative
Deutscher Automobilhersteller i Automation Initiative of German Automobile Manufacturers).

3.8 OPC-UA

OPC (OLE in process control) is a standard mechanism for communicating to numerous data
sources, either devices on the factory floor, or a database in automation [PatRam]. OPC is a well-
established technology used in many engineering tools and supported by many components.

OPC Unified Architecture (OPC UA) is the transition from the component based DCOM architecture to
a service-based concept using web-services and integrating Windows and non-Windows based
systems [HanSal, GroBen]. It defines an interoperability platform and harmonizes the application of
different OPC servers and clients (Data Access, Alarms and Events, Historical Data Access) for
vertical and horizontal data exchange [Schlei]. This concept allows the integration of IT technologies
into industrial communication technologies for embedded, networked, distributed automation systems
T one of the main goals of the VAN project.

3.9 Security concept

One of the central functionalities in every VAN device is the Access Control Layer, which is
interoperating with the Web Service broker, checking every Web Service when entering the device. It
is the native application level mechanism to protect all VAN devices from unauthorized Web Service
access [Singhal]. It is decentralized and allows granular delegation of protective measures as well as
redundant implementation of security mechanisms in multiple access point along the transmission
chain of a message.
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Each VAN device and especially (due to their central role in VAN routing) every VAN access point has
to implement the ACL which is being requested by the Web Service broker upon reception of a VAN
Web Service (which may either to be processed by the device or to be relayed by the access point).
The decision made by the ACL based on the underlying policy then causes the broker to either block
the request completely (no explicit Aall owd r
object or the VAN routing ASE respectively.

Firewalls are generally used to secure the communication in computer networks [Shaer]. They are
located at the borderlines between networks. In industrial networks they are located at the border
between

e Office network and internet
e Automation network and office network
e Automation cell and automation network

The firewall between the office network and the Internet is a necessity and can be found in almost
every network installation. This is also true for the firewall between the office network and the
automation network. Traditionally there are packet filter firewalls, which allow or disallow certain
TCP/IP traffic.

An Intrusion detection system (IDS) is software and/or hardware designed to detect unwanted
attempts at accessing, manipulating, and/or disabling of computer systems, mainly through a network,
such as the Internet [GerLiu]. These attempts may take the form of attacks, as examples, by crackers,
malware and/or disgruntled employees. The VAN utilizes its own implementation of IDS.

3.10Cooperation of private and public networks

VAN devices are supposed to communicate over different networks. To enable transfer of time critical
data over public networks, communication path should provide corresponding capacity with clear
metrics.

A Service Level Agreement (SLA) is a formal written agreement in the case of VAN made between
two parties: The infrastructure provider and the client, usually responsible for an automation task via
public networks. Generally, the SLA contains clauses that define a specified level of service, support
options, sometimes-incentive awards for service levels exceeded and usually penalty provisions for
services not provided [BouMit].

A good SLA addresses five key aspects:
e What the provider is promising.
e How the provider will deliver on those promises.
e Who will measure delivery, and how.
e What happens if the provider fails to deliver as promised
e How the SLA will change over time.

To guarantee a defined quality of service for data transmission between two VAN access points via a
wide area network, written agreements between customer and service provider - SLA - must be
contracted. In cases where the provider cannot deliver the promised QoS an alternative line to re-
establish the connection must be configured. This line should be available from another provider,
independent from the currently used provider. The VAN devices should support functions to switch or
establish manually or automatically an alternative line.
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4 VAN Objectives and Final Achievements

This chapter contains an overview about the original objectives of the VAN project and the
achievements with a special focus on technical aspects.

Starting with the vision of VAN and the main objectivesi whi ch ar e extracted
Wor k0 d o ¢ then®llowirg sections are devoted to this information on work package level as
follows:

1. Original Objectives of the Work Package
2. Achievements and Results of the Work Package
3. Deviations from the original Work Plan

I n general, the VAN project has foll owed the
Wor kd document §to#l and paBsed dll mdestones successfully, the overall project
objectives will be met in month 50.

Main (visible) achievements of the VAN project are the Industrial Experimental Setups (IESs) for
Factory Automation (FA) and Process Automation (PA). Here, all relevant single implementations and
prototypes of the technical work packages (please refer to the following sections) are integrated in
industrial plants. For details of both IESs please refer to the respective section within this chapter
(Work Package 9).

With respect to the third item, no major deviations from the original work plans have been applied.
Minor deviations in the sense of technical adaptations are essential in every R&D project and took
place during the whole duration of such an activity. This is natural during the detailed concept phase
to cope with implementation details. Some of the major implementation related decisions are itemised
in the end of this chapter, minor deviations are part of each WP description. In general, it was decided
to have a stronger focus on test implementations in comparison to the original planning.

In the VAN project, an adequate structure of organisational instances served/serves as an efficient
infrastructure to cope with all relevant management tasks and implementation details, to coordinate
the work, and to control / assess the work progress in different levels:

e on Task level - Task Leader,

e on WP level - Work Package Leader, and

e on a higher level — Project Coordination Committee (PCC), and Technical Project
Coordination Committee (TechPCC).

The task leader and WP leader are responsible for the technical and organisational work within the
WPs. The TechPCC is the highest technical instance and the central entity for the overall
coordination of implementation work (prototypes and IESs). The PCC is the highest instance of
decision making and is responsible for the overall direction of the project, it initiates votes and

from

wor |

all ocates the projectds budget in accordance with

4.1 VAN Vision

Vision of VAN is an open universal, seamless multivendor networking solution which is able to link
worldwide components in process and factory automation from the single sensor in one factory plant

to remote machineryinde-centr al i zed enterpri ses/ si tcatisn.can\bANO s

realized via fieldbuses, office networks and even the public communication infrastructure i wired or
wireless.
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Core of this approach is Ethernet standard IEC 61158 Type 10, enlarged by web services and other
IT based technologies to enable VA N 6 s-emarhcing communication approach. By means of a
common engineering model the user may not see the single building blocks of the underlying
communication infrastructure and regards the whole network as a homogeneous system. To realize
this totally new concept, the VAN solution provides scalable real-time, safety and security strategies,
needed to meet QoS requirements over the whole Virtual Automation Network, necessary in
automation-science and -practice.

4.2 Overall Project Objectives and Achievements i An Overview

The work in the VAN project is structured into eleven Work Packages which are well subdivided into
tasks. The first ten work packages cover the technical content of VAN including exploitation and
dissemination. WP11 deals with project management. Fig 4-1 shows the work package structure and
their dependencies to achieve the VAN objectives.

WP10: Exploitation and Dissemination

WP9: Validation and Test

WP7: Cooperation of Public and Private N/Ws

WPS8:
Overall
Engineering

WP3: WP4: WP6:
WAGIESS Real-Time Security

WP2: Open Platform and System Architecture

WP1: Requirements and Trend Screening

WP11: Project Management

Fig 4-1: Overall Work Package Structure

By specifying requirements and establishment of trend screening process for VAN relevant
communication technologies, WP1 has formed the baseline of work for technical WPs in VAN. The
basis for the migration of the different technologies was WP2 (Open Platform & System Architecture).
In WP2 an open infrastructure for automation components for the VAN objectives have been defined
and developed. Based on the results of WP2 several solutions for wireless applications (WP3), real-
time aspects (WP4), safety (WP5), and security (WP6) have been investigated and developed. These
concepts and solutions have been developed to link also the automation pyramid with public
networks, e.g. the Internet (WP7). The setup / installation procedure for the technologies and
prototypes was handled by the engineering specification and prototypes which was the objective of
WP8. The developed solutions (WP2-WP7) have been implemented in prototypes, on the one hand in
the specific WP, and on the other hand in the common Industrial Experimental Setups (IESs) covering
Factory and Process Automation (WP9). Over the whole duration of the project, exploitation and
dissemination activities have been performed.

Shortly before the end of the project, it can be stated that the overall project objectives will be reached
successfully in month 50. The following table contains an assessment of these achievements and
outcomes by a reflection of these achievements against the original objectives, which are extracted
from the fADescription of Wor k0 d dechnicak WP kvel plEage
refer to the subsequent sections.
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Original Technical Project Objectives (Description of Work): Status” | Focus
Activities
in WPx

An open automation architecture, platform and infrastructure covering | Ok WP2,

specific industrial and automation needs, to perform a dynamic industrial WP7

communication environment for a life cycle covering management of
production and manufacturing systems, automation products and services.

Adoptions of office communication / IT technologies extended by the | Ok WP2-WP9
required new functionalities in automation systems.
System integration over local and remote heterogeneous and public | Ok WP2-
networks. WP9,
Embedded devices communication architectures. Ok WP2,
WPA4,
WP9
Wired and wireless, local and wide area networks. Ok WP3
Scalable real-time, safety and security technologies and capabilities over all | Ok WP3-WP7
levels of a (virtual) network.
Scalable solution for the use at small and large locations. Ok WP2,
WP3,
WP9
Integration concepts and guidelines for private and public Ethernet and | Ok WP7

Internet based networks.

Concepts and development of corresponding engineering support tools for | Ok WP8
easy and efficient development and installation of embedded industrial
communication devices in industrial plants.

An integration of the solutions and concepts into embedded systems and | Ok WP2,
devices with restricted resources to reduce time to market for new devices WPA4,
and functions. WP9
A prove of interoperability of VAN technologies in reference (proxy) devices, | Ok WP9

tools and applications.

Original Non-Technical Project Objectives (Description of Work, WP1 | Status” | Focus

and WP10 mainly): Activities
in WPx
State-of-the-Art, Requirements and Unresolved Issues for Automation, | Ok WP1

Trend Screening and Self-Evaluation, final evaluation and conclusions (this
document), social impact and evaluation

Passive and active dissemination, exploitation: project web site (Download | Ok WP10
section for public deliverables, leaflets, posters etc.), journal and conference
publications,  establishment of European Competence  Group,
standardization activities (work in progress), presentation of prototypes

Table 4-1: Assessment of Project Objectives

7The status fAokod means that the overall project
details please refer to the information on WP level.
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4.2.1 Work Package 2
1. Original Objectives of WP2

The main goal of Work Package 2 is to specify the System Architecture and to work out the
architecture of the Open Platform according to the requirements from WP1. The challenge is to
develop an optimal model for the Open Platform and System Architecture to combine existing
industrial network protocols with new generation of IT and telecommunication protocols and to work
out the optimal interfaces, service and protocol boundaries of both to integrate the new VAN
extensions to introduce a new quality of automation networks. The model of this WP defines the basis
and the boundaries for the work packages for detailed protocol extensions and enhancements. The
Open Platform and System Architecture are supposed to be modular with a high scalability to fulfil all
requirements and to be open to integrate also next generation of telecommunication networks. It
defines an open infrastructure of automation components (devices and networks) for the VAN goals,
concerning different industrial domains.

2. Achievements and Results of WP2

e Overall System Architecture and the architecture of the Open Platform according to the
requirements from WPL1.

e With the Open Platform and System Architecture it is possible to combine existing industrial
network protocols with new generation of IT and telecommunication protocols.

e Specification of interfaces, service and protocol boundaries.

¢ Integration of VAN extensions to introduce a hew quality of automation networks.

o Defined the basis and main boundaries for the work packages for detailed protocol extensions
and enhancements (also by TechPCC).

e Modular concept with a high scalability able to integrate next generation of telecommunication
networks (e.g. IPv6).

e Open infrastructure of automation components (devices and networks) for the VAN goals,
concerning different industrial domains.

3. Deviations from the original Work Plan
No deviations.

Comment: Since the beginning of the project, and officially established in the DoW for Period 2, WP2
was the central instance for the overall coordination of specification and implementation activities
within VAN (TechPCC). During the runtime of the project, the host of these activities has been
changed to WP9 (Validation and Test of Industrial Experimental Setups).

4.2.2 Work Package 3

1. Original Objectives of WP3

e Investigation of Office, Private and Public Wireless Network Solutions based on Use
Cases/Scenarios.

e Feasibility of the technologies (i.e. IEEE 802.11, IEEE 802.15, Ultra Wide Band Technology,
Chip Technology, Location Awareness solutions in Public (GSM/UMTS) and Private Networks
for industrial environment).

e Investigation of Location Based Service technologies and solutions.

e Specification of wireless for industrial environments covering the specific needs of the different
industrial domains.

e Prototype implementations shall proof the concepts and enable to develop components,
devices and systems.
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2. Achievements and Results of WP3

Work Package 3 dealt with wireless communication technologies for the VAN project. Due to the
specific industrial environmental and dynamic requirements for automation the standard office
implementation of wireless communication cannot cover all scenarios since they are optimised for
office communication technologies only. Therefore an investigation, identification, and implementation
of feasible technologies and standards to provide a base for wireless technologies for industrial
environment have been performed.

The first task in WP3 focused on a survey of existing wireless technologies and industry specific
requirements. It describes the fundamentals of wireless industrial communication from a VAN point of
view.

In the context of Task 3.2 suitable wireless technologies for VAN have been defined. Goal was to
cover all requirements of the different applications with only a few wireless technologies. One
important finding was, that most of the requirements can be covert by mainly four different wireless
technologies a concept how to integrate wireless into the VAN ASE landscape has also been defined
as part of Task 3.2.

As part of Task 3.3, a localisation approach based on wireless technologies has been introduced.
Details on the learning approach and its suitability for industry environments have been worked out.
This approach was also part of the implementation work done in Task 3.4. Furthermore, wireless
devices have been enhanced by additional IEC 61158 functionality, which is the basis for VAN
enabled devices.

Exhaustive coexistence measurements have been performed in Task 3.5. All possible combinations
of the proposed wireless technologies have been investigated. Simple rules for coexistence of
different wireless technologies were derived from the measurement results.

3. Deviations from the original Work Plan

During the development and validation phase it has become obvious that further development and
validation of wireless technologies in industry is essential to meet industrial requirements and to have
maximum chances of industrial exploitation. This affects two parts: Task 3.4 Extension of the Wireless
Localisation System / Task 3.5 Robustness of Wireless Technologies (investigation of measures to
increase the robustness).

Therefore, both tasks have been (self-financing) prolonged: Task 3.4, prolongation for 14 month /
Task 3.5, prolongation for 10 month.

4.2.3 Work Package 4

1. Original Objectives of WP4

e Investigation, identification and implementation of feasible technologies and standards as a
base of real-time technologies for industry environment.

e The areas to be investigated will focus on realtime solutions on Ethernet based
communication.

e Areal time classification in conjunction with automation applications shall be established.

e Investigation of real time capabilities over public networks.

e Implementation of a prototype (prototype implementation) presenting the results of work in
WP 4.

2. Achievements and Results of WP4

Investigation showed that current real-time solutions are restricted to work in a single LAN (Local Area
Network). A classification grid has been worked out showing three classes of real-time communication
in three different environments (single LAN, Inter-LAN and over public networks) with their
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corresponding applications. Single LAN was not in WP4 focus, because there already several
solutions exist.

WP4 recognized a potential in delivering real-time inter-LAN communication (real-time between
different LAN segments) based on the trend screening and customer requirements on one hand, and
missing industrial solution on the other hand. Sources of decreased determinism were identified at
two positions were needed to be handled by different means:

e Automation device TCP/IP stack. Generic TCP/IP stack is not suitable, as it causes extensive
latencies and jitters. Therefore, Real-Time over UDP (RToUDP) has been identified to be the
best solution. For this purpose, Layer 2 (EDD 7 Ethernet Device Driver) of IEC 61158 Type 10
fieldbus has been extended to support RToUDP technology.

e Network infrastructure. Communication between numerous segments is subject to higher traffic
aggregation; again, potentially decreasing determinism. Therefore, Quality of Services (QoS)
measures have been used to guarantee the required QoS parameters. The solution is based on
advanced congestion management mechanisms (Priority Queuing (PQ)), Weighted Fair
Queuing (WFQ) and Class-based Weighted Fair Queuing (CBWFQ). Network infrastructure in
inter-LAN domain consists of switches and routers. Determinism on switches can be achieved
by IEEE 802.1g and 802.1p (VLAN priority tagging) and PQ. Determinism on router can be
achieved by DSCP tagging and either PQ, WFQ, or CBWFQ.

VLAN tagging is natively supported method of IEC 61158 Type 10 for real-time communication.
However, extensions had to be provided to support DSCP coding for factory automation. The
semantic mapping of traffic classes to DSCP has been developed in cooperation with WP7. DSCP
tagging is supported by RToUDP. Moreover, for tunnelled communication the OpenVPN software was
extended to provide marking of the tunnelling packets based on the semantic map.

As a summary, bringing the two aforementioned determinism-maintaining approaches together
formed a solid framework for guaranteeing end-to-end QoS performance.

Even though the IEC 61158 Type 10 network interface cards (NIC) with RToUDP extension could not
be used as a native NIC of a VAN device in this phase, it can be counted on in future exploitation of
the VAN technology.

Nevertheless, the NICs with RToUDP were used to design and implement a TestQoS application
specified and designed in T4.3 and T4.4, respectively. TestQoS is a test bed for evaluation of QoS
parameters of communication paths using UDP datagrams as test traffic. Precision of 10 ns is
possible thanks to the EDD providing access to precise counters. The test bed provided a detailed
insight into QoS performance qualitative and quantitative details within T4.5. The test bed was used in
numerous work packages in the VAN project.

Security aspects have been intensively focused in VAN, especially for communication over public
networks, and potentially for inter-LAN communication. Virtual Private Network (VPN) tunnelling has
been selected to be the best solution. Even though they formerly appeared to contradict with the real-
time aspects, it was shown by the TestQoS that tunnelling the real-time traffic does not represent
significant temporal overheads unless the tunnel is encrypted.

Component Based Automation (CBA) model of IEC 61158 Type 10 has been introduced as well for
further applications in the future. The CBA stack is less effective than 10 with RToUDP extension.
However, network infrastructure determinism can still be preserved. Additionally, a new Telecontrol
Profile for IEC 61158 Type 10 has been defined in strong cooperation with WP7.

The required VAN real-time services have been regarded in the ASE definition and can be
engineered via web services.

Most of the aforementioned solutions are integrated in the MA-IES to prove their functionality.

3. Deviations from the original Work Plan

No deviations.
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4.2.4 Work Package 5
1. Original Objectives of WP5

The objective of this work package is the definition and implementation of mechanisms to make safe
data transfer over wired and wireless networks in industrial environments possible, especially over
heterogeneous networks. To be able to specify safety requirements for transmission systems it is
essential to carry out an analysis of the safety functions which have to be performed by a control and
transmission system in the machine or plant. The safety function of a network system usually is only a
part of the entire safety functions. A programmable electronic system normally performs the
processing of the safety relevant data that it gets from inputs and distributes to outputs. In a network
system the input and output information are not directly connected to the control systems, but the
network devices and also the controlling devices are distributed in the field. Therefore a network
system for the transmission of safety relevant messages recommends techniques and measures for
controlling all possible failures in the transmission process.

It is in the scope of this work package to specify the functional and safety requirements of parts that
are involved in performing a safety function of a machine. The functional and safety requirements of
the network nodes have to be described completely. The transmission system itself has to be
modelled and a formal verification has to be done. A network system usually consists of processing
units 7 the sources and sinks of information i as well as a transmission system that is made up of a
transmission medium (e.g. electrical lines, fibre optical lines, etc.) and the interface between message
source/sink and network electronics (protocol ASICs, transceivers, transmission stacks etc.).
Therefore several structure models have to be considered which differ concerning their error
tolerance. One of them has to be selected in this work package.

2. Achievements and Results of WP5

The work package was structured in the following tasks:

Evaluation of state of the art safety technologies
Requirement specification

Specification and architectural design
Prototyping

Test and Validation

During the first task the scope of the work package was defined. It was agreed to focus on the
functional safe communication over of heterogeneous network, not on the implementation of the
overall safety function. The evaluation phase gave information about the existing technologies; none
of them is useful for heterogonous communication without extensions. During the requirement
specification the team formulated all known requirements. In this phase the team already came to the
conclusion that the specification of a new safety communication layer will exceed the available time
frame and resources. Therefore the team in the design phase checked which of the investigated
technologies fulfills most of the requirements and how they need to be extended to work in
heterogeneous networks environments. The architectural design was made in close contact with the
TechPCC during the prototyping phase. The technical solution considers PROFISafe as
communication layer, which is transported via an OpenVPN tunnel through a heterogeneous network.

The prototype was implemented and tested. Tests were made with UMTS and DSL connections.

The WP team achieved the major objective of safety communication via heterogeneous networks.

3. Deviations from the original Work Plan

The original WP objective considered the specification of a new safety communication layer. This was
seen as a difficult task to fulfill. In order to make the results faster useable for real industrial
application the WP team decided to use existing technologies and extend them. This way a solution
could be developed in time. The test results demonstrate the proof of concept.

Another issue from the original scope was not considered in the implementation phase i the test in
wireless network scenarios (e.g. in mobile applications). Again, the reason was the limited time frame.
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Since PROFISafe technology is certified for usage over Bluetooth and WLAN, the team is convinced
that the VAN safety communication will work also using Bluetooth and WLAN.

4.2.5 Work Package 6
1. Original Objectives of WP6

Due to the growing usage of open communication technologies and protocols and due to the open
system architecture the security of automation systems becomes an important item. Using the
advantage of office based technologies implies also the disadvantages in the area of security. In the
industrial automation the security problems are not losing a file but may result in the damage of
machines or plants with severe impact of commercial loss. Also the security mechanism from the
office environment cannot be transferred 1:1 to the specific industrial communication needs with its
focus on real time requirements, cyclic data transfer and integration into embedded devices. A
definition and implementation of mechanisms to guarantee bug-proofed, secure and intrusion
protected data transfer over wired and wireless networks in industrial environments is targeted in this
WP.

2. Achievements and Results of WP6

The Security work package had a continuous influence to the whole project and integrated into the
design phases substantial building blocks and considerations.

Especially the following aspects are worth to be mentioned:
e Overall process model applied for maximum transparency

e Secure transport of fieldbus data with minimum timing influence (cascaded VPN tunnels,
supported by VAN routing and QoS mapping)

e distributed access control engine
e integration of public key infrastructures for runtime and VAN data
e packet filter and IDS additions

3. Deviations from the original Work Plan

The work package did not encounter circumstances that required deviations and redefinitions of goals
and objectives. Only the deep integration into embedded environments has been of a lesser priority
due to the fact that the VAN stack got developed on platforms not as limited in resources for a
reference implementation. This is still not a deviation as such.

4.2.6 Work Package 7
1. Original Objectives of WP7

The objective of the work package is to investigate, identify, and develop feasible combinations of
mixed private and public communication solutions as the VAN Overall Networking Concept.
Furthermore, new aspects arising with the expected utilisation of a heterogeneous network
infrastructure shall be addressed which go far beyond the state of the art. In particular, on the fly
switching of used infrastructure networks e.g. between best matching wireless technologies or on the
fly switching of the service provider without interfering manufacturing or process control is a
demanding challenge.
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2. Achievements and Results of WP7

e Investigation, identification, and development of feasible combinations of mixed private and
public communication solutions for automation.
e New aspects arising with the expected utilisation of a heterogeneous network infrastructure
which go far beyond the state of the art:
e Telecontrol profile: merging fieldbus and telecontrol technologies.
¢ VAN Routing for interconnecting industrial domains
0 Basic to achieve independence from the administration of the IT administered
company network infrastructure.
e QoS monitoring for WANs (Wide Area Networks).
e Priority mapping for the related protocols and tools.
e On the fly switching of used infrastructure networks (VAN switching):
o E.g. between best matching technologies (incl. wireless) or
0 Between service providers without interfering local manufacturing or process control.
e SLA template for automation.

3. Deviations from the original Work Plan

Because of an increasing implementation effort than planned at the beginning of the project as well as
to be able to support the build-up of the final IES, it was necessary to extend the activities of Task 7.4
up to month 48 (from original M43). Nevertheless, the work of WP7 took place conform to the work
program.

4.2.7 Work Package 8
1. Original Objectives of WP8

The original objective of work package WP8 within the VAN project was the support of the different
work packages WP2 to WP7 for engineering purposes. Additionally, it was planned to provide
engineering support to the pilot implementations, called Industrial Experimental Setups (IESs), of
WP9, where basic features of the VAN connected automation system can be shown. This support
should mainly focus on necessary enhancements developed by VAN and to provide the adequate
engineering tool environment to configure these enhancements and features. The following tasks
were foreseen:

e I nvestigation of the todayés engineering
technology as well as for the engineering process. It should be distinguished between the
existing tools and the necessary additions as well as the differences in the engineering
process should be highlighted.

e Specification of the engineering tool platform.

e Specification of engineering tools which are able to fulfil the VAN requirements. The VAN
engineering tools should be based on a modular concept for easy integration and extension by
e.g. plug-ins. For the scope of VAN existing engineering tools should build the basis and
should be extended if possible.

e Prototype implementation of the tools that should show the main new features and functions.
The engineering tool prototypes for wireless cells and real-time in automation as well as the prototype
to check the concepts and to support the installation for validation and test need not necessarily be
direct part of the VAN project as corresponding tools should be developed by the key players of this
project (Siemens, Schneider, Phoenix) independently of VAN anyway.

2. Achievements and Results of WP8

The final achievement, the support of the IES for Factory Automation and Process Industry by
engineering prototypes for an integrated and a stand-alone engineering tool concept, has been
reached by a stepwise approach that followed mainly the original description of work.
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Starting point has been an investigation of the engineering approach including the life cycle of existing
tools relevant for VAN. Based on this investigation the requirements for VAN engineering have been
defined. The next step has been the definition of the workflow for the complete VAN engineering
process that follows a hierarchical approach. The top-level activities have been refined by separate
workflow diagrams and all activities and decisions of the workflows have been described and further
refined where required. By this the necessary enhancements for existing tools and integration of them
in the VAN platform have been identified. Moreover, a first version of an UML-based information
model for the representation of the automation system has been defined.

During the whole project life cycle this information model has been refined due to the growing
knowledge and information flow within the VAN project. An analysis of existing device description
languages and the necessary enhancements with respect to applicableness for VAN engineering has
been performed.

Based on all this informationédés the architect
and the key interfaces of VAN engineering tools to ASEs, the VAN information model, and VAN
devices have been defined. The architecture for the VAN engineering platform is an approach with
two different concepts and solutions in order to support the necessary enhancements for engineering
of VAN features. One approach is the integration of new VAN enhancements in existing engineering
tools and it is more device focused. The other one is the stand-alone tool concept with the objective to
support the overview of a complete VAN system. With TCl and FDT/DTM two technologies have been
analysed and selected for an easier integration and coupling of the VAN enhancements in existing
engineering tools.

The delivered engineering tool prototype for the stand-alone concept realizes the top-down
engineering approach of VAN. It covers the two roles of engineering tools that are, a VAN
Engineering Client for Automation Systems (VAN-ECS) and a VAN Engineering Client for Automation
Devices (VAN-ECD) for the configuration of a device. With this it is possible to define VAN domains,
sub domains and VAN devices and to set all ASE parameters and thus to configure a single VAN
device.

The delivered integrated VAN engineering tool environment follows the approach to enhance existing
engineering tools for VAN functionalities in order to show a possible migration towards VAN. It covers
mainly the role of a VAN Engineering Client for Automation Systems (VAN-ECS) and it uses the result
(Instance Model) of the stand-alone VAN engineering tool prototype. With this it is possible to
integrate VAN devices within Step7 and to set all ASE parameters and thus to configure VAN devices.

Beside the tools itself, specifications have been delivered that describe the knowledge that is
necessary to install, setup and to use the tools.

Based on these two main deliverables the specific support and requirements, which are PKI, name
based routing and the support of additional ASE classes, of the two final Industrial Experimental
Setups for Process Industry and Factory Automation have been collected and analysed. The
integration of PKI with the certification authority structure, new PKI ASE class and usage of secure
communication (https) have been analysed in detail and the necessary interfaces and attributes for
the PKI integration within the VAN engineering have been defined.

For the name based routing, the implementation of work package WP2 has been selected for reuse,
the interfaces and attributes of the new wrapper classes have been defined and a new C-Library has
been created. This was necessary because the implementation from work package WP2 is made in
Java.

Beside these two main subjects the support of additional ASE classes, especially the Telecontrol
ASE, the common development scenario and the setup for the specific machines (engineering client,
access points and device), have been defined.
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3. Deviations from the original Work Plan

Earlier than initially planned, the development of a prototype for an Engineering tool of the stand-
alone concept had been started in order to provide VAN engineering capabilities and to support the
prototypes of the other work packages to be presented during the second review by the EU
commission.

For tasks T8.5, T8.6 and T8.7 the focus, schedule and workload have been reorganized. The reason

for the change was that the original work plan with three parallel tasks on engineering prototypes with

the focus on specific topics |like security, saf et
tool approach stand-alone concept and the integrated concept. The modification with two parallel

tasks for engineering prototypes for the stand-alone and the integrated concept allowed providing

support to the VAN prototypes developed by other work packages. The results are integrated in the

final Engineering tool platform that is used for the test and validation of the final IES. The topics

security, safety, network management and others where addressed by all three tasks. The

modi fications didnét i mpact the over al lerimMéP8.KTheo ad f
changes of the task structure for WP8 where agreed by all involved partners.

Additionally, it was agreed with work package WP9 that the complete validation of the engineering
tool prototypes is executed in tasks T9.1 and T9.2.

Finally, the effort planned for the implementation of the stand-alone and the integrated tool was
underestimated. Main impacts have been the effort needed for the synchronization and co-ordination
between the development teams and the much higher effort needed for installation and integration of
the different components of the implementation. As consequence, not all in tasks T8.5 and T8.6
specified features could be implemented.

4.2.8 Work Package 9
1. Original Objectives of WP9

The objective of WP9 is the test and validation of the developed solutions in a common Industrial
Experimental Setup (IES). The IES description is based on the outcomes of all single WPs. For this,
overall coordination and implementation work and TechPCC activities have been / will be performed
here.

2. Achievements and Results of WP9

The VAN consortium will provide two IESs scenarios. Those are a remote controlled machining line
which is an upgrade of the I ES of EC STREP PABADI
and a biogas power plant = IES PA (Process Automation).

FA: The IESs requirements had been collected and from this solution implementation has proceeded.

The devices of the IESs have been selected and the implementation of VAN solution is well under
way. The devices have been moved and assembled in Modugno (Bari) when the EC review will take
place at the end of June 2009.

The IES FA will show the real-time communication capabilities of VAN solution with two numerical
controls (one attached to a real machine, one simulating another one), a manipulator robot, a
conveyor belt and two coordinators (one on factory level, one on a remote site). A humber of these
devices are VAN devices, the others have required the development of proxies (in the final stages of
completion). The implementation of the Telecontrol Profile and of the CBA server on most of the
devices has been conducted successfully as well as the first communication tests.

In addition to these devices, the IES FA will show remote safety control via DSL connection thanks to
one F-Host and one F-device; initial test of this connection have been done successfully from Bad
Pyrmont to Magdeburg.
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Finally, the IES FA will show secure file transfer thanks to OpenVPN tunnel establishment. The
implementation of the last version of the OpenVPN is in the initial stages.

PA: The work includes the validation and test using the real technological plant (Final step of
validation), whereas the IES PA consists of the following parts:

e Central control and maintenance system.

e System for communication between central and local control system.

e Local Controller and 1/0O system as interfaces to geographical distributed biogas power plants
with an integrated process simulation environment.

e A switching concept between the simulated and the real process has been designed.

WP9 selected technological sub processes on real biogas plants for the demonstration of the VAN
functionality. These processes are:

e Process stabilization: Preventing of foaming during the biomass fermentation based on the
vinegar acid concentration in the produced biogas.

e Process optimisation: Optimisation of the gas storage and the Power plant (CHP) regarding
the production of electrical energy.

The VAN technology will be tested and demonstrated with VAN devices based on embedded VAN
devices and VAN software modules supplied by the other work packages (WP4-8).

The IES PA covers special test scenarios for:

VAN communication based on CBA OPC

Secured data transfer by tunnelling

Telecontrol profile

observing the QoS and resulting provider switching

WP9 integrates the implementations of Telecontrol Profile, QoS Monitoring, Tunnel maintenance
regarding to switching and of the Prototypical Implementation of Provider Switching into the IES PA
system for validation and test using the simulated technological plant.

The Telecontrol profile serves to the transmission of data between the local controllers of biogas
stations and the central control system.

The IES PA presentation will be performed at the operator centre in Gera with subordinated biogas
plants. As a biogas facility for the demonstration was selected the biogas plant in Bad Koestritz or
alternatively the biogas pilot plant in Neukirchen/Saxony.

3. Deviations from the original Work Plan
No deviations have been applied.

In the end of the first period of VAN the PCC (Project Coordination Committee) decided to establish a
central instance for the overall coordination of specification and implementation activities: Technical
PCC. Based on its work, an IES Roadmap has been worked out which was 7 and still is i the
obligatory guideline for all technical work in VAN.

In the end of the project two IES will be shown in different location and times, namely the IES FA in
Bari in the End of June 2009, and the IES PA in Gera in the end of October 2009.
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4.3 Technical Decisions

As mentioned in the introduction of this chapter, this section is devoted to technical decisions and
agreements, which took place during the runtime of the project, supervised and coordinated mainly by
the TechPCC. Most of the decisions are related to the implementation and do not influence the overall
VAN concept as such.

Earlier start of WP9 for both establishment of TechPCC and earlier start of IES
implementations.

Agreement on /development of the common implementation platform.

Stronger focus on test implementations in comparison to original planning.

Usage of an existing industrial communication protocol for exemplary implementation,
implementation base is IEC 61158 Type 10 fieldbus.

Focus on IEC 61158 Type 10 CBA protocol also as real-time protocol in order to avoid parallel
developments.

Usage of Web Services only for non-real-time communication (engineering, diagnosis,
commissioning).

Usage of OpenVPN for tunnel implementation.

Need of an VAN Routing concept at application layer

Two engineering concepts: Integrated Concept, Stand Alone Concept.

Integrated engineering concept realised in STEP 7 (Siemens) and in AutomationXplorer+
(Phoenix Contact).
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5 VAN Showcases

This chapter deals with the Industrial Experimental Setup (IES) of the VAN project, in other words, the

projectds prototypes. Two showcases were chos
implemented within an industrial facility and interconnect several remote machines in order to validate
the projectds outputs. The chosen show cases

Setup (PA IES) and a Manufacturing Automation Industrial Experimental Setup (MA IES). These two
scenarios represent different types of industrial facilities since their requirements regarding main VAN
topics (wireless communication, real-time, safety and security) are quite different. For example, real
time within the PA demonstrator require a more relaxed set of constraints than the MA demonstrator,
since PA deals with processes which in general take long time to be finished and only need to be
supervised, which can be done remotely. However, MA demonstrator deals with robots, conveyor
belts and other types of machines that need to communicate faster and safer, since any kind of
unexpected event or failure can end up in a facility or personal-in-charge damaged within instants of
time. Also within a generic process plant (including power plants), human operators are kept apart
behind their control panels to monitor and control the correct performance of the facility, therefore not
needing such safety constraints as a manufacturing facility, where human operators can share the
same space as machines, which if not operated safely, can hurt humans around them.

Regarding the PA demonstrator, it was decided to implement VAN solutions within Bio Power
stations, which transform biological materials into fuels and energy. On the other hand, MA
demonstrator is made of geographically distributed plants each one implementing different
components of a manufacturing facility, such as a robot, conveyor belt and a machining line. The
following paragraphs describe these prototypes and show results for VAN technologies applied to
their showcases.

5.1 Process Automation Industrial Experimental Setup

5.1.1 Short description of technological plant to be controlled and necessity of using
VAN solutions

The Bio Power stations are geographical distributed centres that produce bio-energy and Bio fuels

(Ethanal), based on selected biogenic waste materials and raw materials containing sugar and starch
(see Fig 5-1). Components of Bio Power stations are:

- Production of bio-ethanol
- Fermentation of methane
- Production of organic NPP-fertilizers

- Hot cooled technology of block thermal power stations to deliver surplus of energy (electric
and heat power)
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Fig 5-1: General technological structure of Bio power plant (Control subject)

The relationship between the disturbance amplitude and frequency on one hand and the dynamic
properties of Bio power station on the other leads to the necessity of model and knowledge based on
process control and maintenance. This control and maintenance must be cost-effective centralized for
all Bio power plants of a carrier in one region. These circumstances require the use of heterogeneous
networks.

Biogas-carrier benefits of centralized control of distributed technological plants using VAN i solutions
are:

- Know-how of one operator or maintenance engineer can be used for the control of a great
number of plants without time T delay

- Model based control system can be used for a great number of plants

- The costs of centralized control system can be divided by the number of decentralized
technological plants

- Estimated benefit: 30 % raising of the profit

5.1.2 Requirements to the VAN solutions from the point of view of control and
maintenance system in the process industry (Biogas power plant)

The functionalities of central control systems are:

- Model and knowledge based central control (process coordination, process stabilisation,
securing control)

- Knowledge based maintenance

The general requirements to central control system with integrated VAN- solutions to be evaluated
are:

- Real-time requirements

- Security requirements

- Safety requirements

- Provider switching of mixed wireless and wired public communication
- Scalability of security and real-time

- Guaranteed availability
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5.1.3 Short description of the VAN Solution and Implementation for PA IES
The VAN IES for process industry consists of three parts:

e Central control and maintenance system

e System for communication between central and local control system

e Local control systems for geographical distributed biogas power plants

An HMI system ASI MATI C Wionr@ @&d madnitoring o theldederdred biogasnt r a |
sub plants in IES PA.

A knowledge based maintenance system is integrated as VAN maintenance system and supports
service technicians.

Each of the systems, the visualisation system WinCC and the maintenance system SUI, contain
special OPC-CBA-Clients to access data from the CBA Server of the local controller using IEC 61158
Type 10 - PROFINET CBAT protocols.

Fig 5-2 shows the integration of VAN Solution in the IES
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Fig 5-2: General Structure of PA IES

Because of optimising the handling of the IES the central components will be concentrated for the IES
application in one location, the operator centre, and the local components of the decentralized biogas
power plants will be located at one local biogas power plant. This is the PA IES specific version of
central controlling of distributed biogas power plants as an example.

For the real IES implementation was selected an operator centre in Gera and an existing biogas
power station in Neukirchen, both located in Saxony:
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Fig 5-3: Operator centre at local biogas plants

Some other regional biogas power stations also need the advantages of the VAN technology in the
future. The biogas company management selected the oldest plant because of needed technological
improvements that will be applied by using the new VAN components.

The Process Automation IES contains the following technological components

A One biogas power plant with 2 controlled processes:
- the biogas reactor, connected to the VAN communication system via local I/Os
- the power plant with a local process controller (soft PLC)

One central controller (hard PLC) in the operator centre for special control tasks

One HMI-System in the operator centre (control supervisor)

o o Do

One maintenance-system in the operator centre (maintenance supervisor)
A One VAN connected PC station for VAN engineering functions.

For the setup, validation and tests of the VAN components will be used methods of control
engineering. The creation of the IES for the process industry will be performed in two steps:

e Step 1:
Test of VAN solutions using a partial simulated technological plants (Test system)
e Step 2:

Integration of the test system VAN application in the automation network of the real technological
plant and selective switching of real process into the VAN communication system

From the technological point of view the VAN based application provides the following features:
e Central supervisory of several decentralised local biogas power plants

e Central process control for selected control tasks or special algorithms for many decentralised
stations with simple and cheap 1/0O units in the local stations only, without the necessity of any
local controller

Central supervisory of the maintenance tasks for the connected local biogas stations, completed by a
system for controlling and maintenance the VAN network it selves.

Fig 5-4 describes the general structure of the PA IES.
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Fig 5-4: Integration of VAN solutions in the Process Automation IES
including a simulated technological plant

5.1.4 Integration of VAN solutions in the parts of final IES-demonstrator

The PA IES implementation will be demonstrated on 2 locations, the operator centre in Gera and the
biogas power plant in Neukirchen witch is in the status of regular production.

Fig 5-5: Main VAN use cases in the PA IES
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